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ABSTRACT 

In many Nigerian universities, assessment still means printed scripts, long marking weekends and results that reach 
students weeks after the examination. This paper describes the design and implementation of a web-based student 
assessment system built to take that burden off lecturers while keeping the process fair and traceable. The system uses 
Laravel 10, MySQL 8.0 and Bootstrap 5 in a three-tier Model-View-Controller (MVC) architecture, and was developed 
iteratively following an Agile process. Five modules were implemented: authentication and role management, course 
and assessment management, a reusable question bank, timed online test delivery with automated grading, and result 
generation with performance reporting. Administrators, instructors and students each see only what their role permits. 
The system was verified with 30 structured black-box test cases covering all modules, and every case passed. A pilot 
with 30 users (5 administrators, 10 instructors, 15 students) returned an overall mean acceptance rating of 4.69 out of 
5. The platform runs entirely on open-source components and ordinary hardware, which makes it realistic for
institutions with limited budgets. We describe the design decisions, report what worked, and discuss the limits of the
current version, including the absence of automated grading for open-ended answers and of proctoring features.

Keywords: Web-Based Assessment; Online Examination; Laravel; Role-Based Access Control; Automated Grading; 
Educational Technology; Nigeria 

1 INTRODUCTION 

Anyone who has marked a few hundred scripts by hand knows the problem. The work is slow, it is tiring, and tiredness 
invites small errors in addition, transcription and judgement. Students, meanwhile, wait for feedback that often arrives 
too late to change how they study. Assessment is meant to guide learning, not only to record it, and feedback is among 
the most powerful influences on achievement (Black & Wiliam, 1998; Hattie & Timperley, 2007). 

Digital assessment has grown steadily in higher education. A systematic review of online assessment identified teacher, 
peer, automated and self-assessment as the main modes that digital tools can support, and noted that the shift 
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accelerated during the COVID-19 disruption (Heil & Ifenthaler, 2023). The sudden move to emergency remote teaching 
also showed how uneven institutional readiness was (Hodges et al., 2020; Adedoyin & Soykan, 2020). Reviews of online 
examination solutions point to a recurring gap between what the technology can do and what institutions in developing 
regions actually use, often because of cost, infrastructure and limited technical capacity (Muzaffar et al., 2021). 

Security and integrity add a second layer of difficulty. Garg and Goel (2022) show in their systematic review that 
assessment security remains a persistent concern and that access control is among the key defensive dimensions. A 
system that handles grades must therefore be convenient and trustworthy at the same time. 

This paper reports the design and implementation of a web-based assessment system aimed at Nigerian universities. 
Our contribution is practical and specific: 

• A documented reference architecture for a multi-role assessment platform built entirely on open-source 
tools; 

• A data model and module structure that supports question reuse, randomized test delivery, timed sessions 
and automatic grading of objective items; 

• Evidence from structured functional testing and a pilot user evaluation that the implementation works as 
intended in a realistic academic setting. 

2 BACKGROUND AND RELATED WORK 

2.1 Why objective assessment suits automation 

Multiple-choice and true/false items are quick to administer and can be scored without human judgment, which 
removes marker fatigue and inconsistency for that part of an assessment. Their quality depends heavily on how the 
items are written (Haladyna et al., 2002), so a system should make it easy for lecturers to store, review and reuse good 
questions rather than rewrite them each semester. This observation motivated the persistent question bank in our 
design. 

2.2 Online examination platforms 

The literature describes many online examination systems, from locally built tools to large learning management 
systems. Muzaffar et al. (2021) review techniques, tools and adoption patterns and conclude that solutions differ widely 
in features, security measures and reported evaluation. A recurring weakness is thin evidence: many systems are 
described but not tested in a structured way, and quantitative performance data are uncommon. We therefore treat 
testing as part of the design, not an afterthought. 

2.3 Architecture and access control 

The Model-View-Controller pattern separates data and business rules (model), presentation (view) and request 
handling (controller), and has been a staple of interactive software since its early formulation (Krasner & Pope, 1988). 
Separating these concerns makes systems easier to maintain and extend. For access control, role-based models assign 
permissions to roles rather than to individuals, which fits institutions where people hold well-defined positions (Sandhu 
et al., 1996). In an assessment setting, three roles are natural: administrator, instructor and student. 

2.4 Agile development 

Agile methods favour short iterations, working software and continuous feedback (Beck et al., 2001). Mishra and 
Alzoubi (2023) compare structured and agile approaches and discuss why iterative development tends to cope better 
with changing requirements. That suited our situation, where requirements from lecturers and administrators were 
refined as prototypes were shown to them. 

3 METHODOLOGY 

3.1 Development process 

The iterative Agile process was followed in five phases: 

• Requirements gathering: Structured interviews with prospective administrators, instructors and students, 
plus a review of current assessment practice, produced the functional and non-functional requirements 
and the use cases. 

• System design: We produced the architecture, database schema, use case, activity and entity-relationship 
diagrams. 
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• Implementation: Core modules were built first, then secondary features. Each module was unit-tested 
before integration. 

• Testing and evaluation: Black-box testing was followed by user acceptance testing. 
• Deployment and review: The system was deployed to a controlled server environment, and feedback 

shaped final refinements. 

3.2 Technology stack 

The stack was chosen for cost, maturity and community support. Development used Ubuntu 22.04 LTS and Windows 
11 workstations, Apache HTTP Server, PHP 8.1, Laravel 10, MySQL 8.0, HTML5, CSS3, Bootstrap 5 and JavaScript. Visual 
Studio Code and the Laragon local stack supported day-to-day work, and Git with GitHub handled version control. The 
development machine was a laptop with an Intel Core i5 processor, 8 GB of RAM and 500 GB of storage. Nothing in this 
stack requires paid licences, which matters for institutions with tight budgets. 

3.3 Evaluation approach 

Two complementary methods were used. Black-box testing checked that each function behaves correctly from the user's 
perspective, without reference to internal code (Nidhra & Dondeti, 2012). Each test case recorded a scenario, expected 
output, actual output and a pass/fail verdict. User acceptance testing then asked real users to complete role-specific 
tasks and rate the system on a five-point scale across functionality, usability, reliability and overall satisfaction. 

4 SYSTEM DESIGN 

4.1 Architecture 

The system follows a three-tier architecture. The presentation layer is a responsive Bootstrap interface. The application 
layer is a Laravel MVC application that handles routing, validation, authentication and business logic. The data layer is 
a MySQL relational database holding users, courses, questions, assessments, submissions and activity logs. 

 

Figure 1: Three-tier architecture diagram of the system 

 

Figure 2: Entity-relationship diagram of the database schema (users, courses, questions, question options, 
assessments, submissions, activity logs 
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4.2 Roles 

Every account carries one role. Administrators manage users and courses and view institution-wide reports. Instructors 
create courses, build question banks and assessments, and view class analytics. Students take assessments assigned to 
them and see their own results. Role checks are enforced by middleware on every protected route, so a student who 
types an administrator URL is turned away at the server and not merely hidden from a menu. 

4.3 Modules 

• Module 1: Authentication and role management. Handles registration, login, session handling and role 
assignment. Passwords are hashed with Bcrypt before storage, so plaintext credentials are never kept (Provos 
& Mazières, 1999). 

• Module 2: Course and assessment management. Instructors create courses and attach assessments with a 
duration, an availability window and a maximum number of attempts. Administrators can oversee all courses 
from one place. 

• Module 3: Question bank. Instructors build a persistent bank of multiple-choice and true/false questions, edit 
and categorise them, and either pick items manually or switch on randomisation so each student receives a 
different arrangement. Reuse is the point: a good question written once keeps paying off. 

• Module 4: Online test delivery and automated grading. Students open an assessment only inside its time 
window. A countdown timer runs during the session, and if it reaches zero the recorded answers are submitted 
automatically. Objective responses are marked instantly, and unanswered items score zero. 

• Module 5: Results and reporting. Students see a score summary with a question-by-question breakdown. 
Instructors see class average, highest and lowest scores, a score distribution and average-score trends across 
assessments, and can export results to CSV. Administrators see institution-wide summaries that support audit 
and accreditation reporting. 

4.4 Security by design 

Security features were built into the framework layer rather than bolted on. Laravel's authentication scaffolding 
manages sessions and expiry; CSRF tokens protect state-changing requests; Eloquent and the query builder issue 
parameterized queries; Blade escapes output by default; and server-side validation checks all inputs. The security 
behaviour of the system is evaluated in more detail in a companion paper. 

5 IMPLEMENTATION AND RESULTS 

5.1 User interface 

The interfaces are deliberately plain. The login page is a single centred card with email and password fields, and after 
authentication each user is routed to a dashboard matched to their role. Administrators see summary cards for users, 
courses, assessments and submissions together with a six-month chart of assessment activity. Instructors see their 
courses in a table with view and delete actions and a button to create new ones. During a test, students see a numbered 
question navigator (answered items in green, unanswered in grey), one question at a time, and a timer that turns red in 
the final five minutes. 
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Figure 3: Screenshot of Student Assessment System Login Page 

 

Figure 4: Screenshot of Administrator Dashboard 
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Figure 5: Instructor Dashboard and Course Management Interface 

 

Figure 6: Online Test Interface (Student View) 
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Figure 7: Automated Result Display (Student View) 

5.2 Functional verification 

Thirty black-box test cases were executed across the system. Table 1 groups them by area. All 30 passed. 

Table 1: Black-box test cases by functional area 

Functional area Test 
cases 

Representative scenarios Passed 

Authentication and 
access control 

5 Valid registration; wrong password; student attempting admin 
or instructor routes; session expiry 

5 

Course management 3 Create course; delete course with its assessments; admin views 
all courses 

3 

Question bank 4 Add MCQ; add true/false; edit; delete 4 

Assessment management 4 Timed assessment creation; randomization; access before start 
or after end 

4 

Test administration 4 Begin test; submit before timer ends; automatic submission at 
zero; attempts exceeded 

4 

Automated grading 4 Correct and incorrect MCQ; true/false; unanswered item 4 

Result generation 1 Score, percentage and answer breakdown shown 1 

Performance reporting 3 Class report; institution-wide report; CSV export 3 

Security 2 SQL injection attempt; script injection attempt 2 

Total 30  30 
(100%) 

The tests that matter most in practice are the boundary ones: access one minute before opening, access after closing, a 
further attempt beyond the permitted limit, and a timer that expires mid-answer. In each case the system behaved as 
specified. 

5.3 User acceptance 

Thirty participants from the target institution took part: 5 administrators, 10 instructors and 15 students. Each 
completed role-specific tasks and then rated eight statements on a five-point agreement scale covering four dimensions. 
Table 2 shows the mean ratings. 
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Table 2: Mean user acceptance ratings (out of 5) 

Dimension Administrators (n=5) Instructors (n=10) Students (n=15) Overall 

Functionality 4.80 4.70 4.60 4.68 

Usability 4.60 4.50 4.73 4.63 

Reliability 4.80 4.60 4.67 4.67 

Overall satisfaction 4.80 4.70 4.80 4.78 

Overall mean 4.75 4.63 4.70 4.69 

All three groups rated the system highly and fairly consistently. Instructors gave the lowest usability score (4.50), which 
is unsurprising since they use the most complex screens, and is a pointer for future interface refinement. A fuller analysis 
of acceptance and performance is reported in a companion paper.  

6 DISCUSSION 

Three design decisions are worth highlighting for anyone building something similar. 

Lean on the framework: Because Laravel already provides routing, authentication, validation and templating, 
development effort went into assessment logic instead of plumbing. This keeps the codebase small enough for a 
university department to maintain, which is often the real test of whether a system survives past its first semester. 

Enforce roles on the server: Hiding a button is not access control. Putting the role check in middleware means that every 
route is protected regardless of how the user arrives at it. 

Design for ordinary hardware: The whole system was built and evaluated on commodity equipment with free software. 
That is a deliberate response to the cost barriers highlighted in the literature on online examinations in developing 
regions (Muzaffar et al., 2021). 

For lecturers, the practical gains are immediate scoring, no hand-tallying and ready-made class statistics. For students, 
they are faster feedback and a transparent breakdown of every answer, both of which support learning (Hattie & 
Timperley, 2007). For administrators, they are consistent records and exportable reports. 

Limitations and Future Work 

The results should be read with these limits in mind. First, the evaluation took place in a controlled academic setting 
with 30 pilot users, so large multi-institution deployments may reveal scaling and interoperability issues. Second, 
automated grading covers only multiple-choice and true/false items; open-ended answers still need a human marker. 
Third, the system depends on dependable internet or intranet access at the point of use, which is not guaranteed 
everywhere. Fourth, proctoring tools such as browser lockdown and webcam monitoring are not included, and the 
effectiveness of such tools in practice is itself debated (Dendir & Maxwell, 2020). 

Future work will focus on natural-language-processing support for short-answer grading, integration with learning 
management systems, adaptive testing, a native mobile application and cloud deployment for scalability. 

7 CONCLUSION 

This paper presented a role-based web assessment platform that automates test administration, grading and reporting 
using freely available technology. The Laravel MVC implementation passed all 30 functional test cases and earned a 
mean acceptance rating of 4.69 out of 5 from 30 pilot users. The work offers universities, particularly those with limited 
budgets, a documented and tested starting point for moving assessment online, and it identifies clear next steps for 
extending it. 
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